l NETWORKING SECURITY AUDIT

Problem:

Technology used in today’s business environment provides numerous advantages but also
increases security risks. Whether on the network or within a server or storage environment
- IT infrastructures are faced with securing threats from external and internal sources.

Solution:

MSI Systems Integrators’ Security Audit delivers a comprehensive review of an organiza-
tion’s current security procedures to identify where network intrusions can occur and
provide best practices for removing these threats from a business environment.

MSI’s Security Audit Contains the Following Activities:

1. External scan — to identify where holes exist on the network that could allow
hackers and viruses to penetrate a company’s environment

2. Internal scan — a review of all current security patches, servers, routers and core
switches for vulnerabilities

3. Interviews — based on the international security standard 1SO 17799: these
interviews are held with IT and business unit individuals to understand key
concerns, issues and initiatives with the current network environment

4. Physical Security Review — looks at how your physical environment is secured,
this includes use of electronic locks, badges for visitors, and asset tracking

What is 1SO 17799?

1SO 17799 is the international security standard for companies. MSI uses it to identify
where companies are in terms of security best practices. 1S0 17799 covers the following
areas:

1. Security Policies

2. Asset Control and Classification
3. Employee Security

4. Physical Security

5. Enterprise Management

6. Access Controls

7. System Development

8. Business Continuity

9. Compliance Management

10. Security Organization

Deliverables:
At the end of each engagement MSI will provide the customer with the following documents:

1. White paper with the overall findings of the audit as well as best practices.
2.1S0 17799 matrix as a report card as how the organization measures up with
best practices.
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